SMART App Registration & Scope Tracker
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Track every SMART app registered in Epic. BAA must be confirmed before production access. Privacy officer must review scope list

and consent screen before go-live. Audit recipient list quarterly - access for departed staff must be revoked.

Status:

SANDBOX ONLY | PROD PENDING | PROD ACTIVE | SUSPENDED | DEPRECATED

SECTION 1 - SMART APP REGISTRY

MyChart Patient
App

Apple Health
Integration

Clinical Decision
Support CDS
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Prior Auth Payer
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Care Gap Analytics
Platform

Remote Patient
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Tool
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Legacy Lab
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Developer /
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HealthEdge
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CardioTrack
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University
Research
Team

ScheduleNow
Inc.

LabConnect

Purpose

Patient portal SMART
and health Patient
data access
Patient-author SMART
ized health Patient
data to Apple

Heaith

Real-time SMART
CDS alerts in EHR
CPOE Launch
workfiow

FHIR-based System
PA (Backend)
submission

(CMS 2026

RepieHfthy ~ System
health gap (Backend)
analysis for

ACO program
Patient-report SMART
ed vitals and Patient
device

readings

Real-time SMART
formulary and EHR
prior auth Launch
requirements

De-identified System
FHIR Bulk (Backend)
Data export

for approved

E@Wt app SMART
for scheduling Patient
appointments

Old lab result N/A
routing -

replaced by

direct
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FHIR Scopes Approved

patient/Patient.read
patient/Encounter.read
patient/Observation.read patie
ni/iviedicationRequest.read
patient/Patient.read
patient/Observation.read
patient/Immunization.read pati

ent/Aliergyintoierance.read
user/Patient.read

user/MedicationRequest.read
user/Condition.read

system/Coverage.read
system/Claim.write
system/ClaimResponse.read

system/Patient.read
system/Condition.read
system/Observation.read

system/Encounter.read
patient/Observation.read

patient/Patient.read
patient/Condition.read

user/MedicationRequest.read
user/Coverage.read

system/*.read (de-identified
bulk)

patient/Patient.read
patient/Appointment.read
patient/Appointment.write

N/A

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Pendin

g

N/A

Privacy
Officer
Review

04/2026

04/2026

03/2026

04/2026

03/2026

02/2026

04/2026

03/2026

In Review

N/A

PHI
Flows?

Yes -
PHI

Yes -
PHI

Yes -
PHI

Yes -
PHI

Yes -
PHI

Yes -
PHI

No - no
PHI retu
rned

No - de-
identifie

d

Yes -
PHI

N/A

Prod Status

PROD ACTIVE

PROD ACTIVE

PROD ACTIVE

PROD ACTIVE

PROD ACTIVE

PROD ACTIVE

PROD ACTIVE

SANDBOX

ONLY

PROD
PENDING

DEPRECATED

05/2026

05/2026

05/2026

05/2026

04/2026

05/2026

05/2026

03/2026

N/A

N/A



SECTION 2 - FHIR SCOPE QUICK REFERENCE

FHIR Scope Resource What It Allows Clinical Data Minimum Necessary Use
Type Accessed
patient/Patient.read Patient Read patient Name, DOB, Yes Patient identity verification, app personalization
demographics for gender, address,
authenticated MRN
patient
patient/ Cbservation.r Observation Read lab results Lab values, vital Yes Lab trend tracking, remote monitoring
ead and vital signs signs, assessments
patient/MedicationReq  MedicationReq Read medication Medication names, Yes Medication reconciliation, pharmacy integration
uest. read uest orders and doses, prescribers

prescriptions

patient/Condition.rea Condition Read problem list ICD-10 diagnoses, Yes Risk stratification, care coordination

d and diagnoses chronic conditions

patient/Encounter.rea Encounter Read visit and Visit dates, types, Yes Longitudinal care record, care transitions
d encounter history providers, locations

patient/ I muni zati on. Immunization Read vaccination Vaccine types, Yes Immunization history, public health apps
read records dates,

administrators

patient/Allergylntole  Allergylntolera  Read allergy and Allergens, reactions, Yes Medication safety, care transitions
rance. read nce intolerance severity
records
systenl *. read All Resources  Backend service All clinical data Yes - Bulk analytics, population health - restrict
reads all resource de-ID  further if possible
Wpes or
BAAr
equire
d
user/ Patient.read Patient EHR Launch: Demographics of Yes Clinical app launched from Epic chart
read patient in current chart patient
current clinical
context
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